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4G Failover for  
Business Continuity: 
Maximizing Revenue & Minimizing Risk to Your Brand 

Networking Strategies for Distributed Enterprises

What would happen if during peak business hours, while sales are booming and your critical data is being updated, your company’s 

wired Internet connection fails at one or more locations? 

-VY�THU`�KPZ[YPI\[LK�LU[LYWYPZLZ�^P[O�IYHUJO�VѝJLZ��[OL�JVUZLX\LUJLZ�VM�Q\Z[�H�ML^�TPU\[LZ�VM�KV^U[PTL�^PSS�YPWWSL�HJYVZZ�[OL�
entire company’s operations t in: 

• An immediate hit to revenue from the Point-of-Sale (POS) system failure

• Non-PCI compliance leaving your organization open to security risks and fraud

• Inventory management systems become inoperable, haulting operations

• Cloud-based applications for communications, security, and data storage stop syncing

• IT service providers or other vendors step in, resulting in costly truck rolls and wasted time  

identifying and repairing the problem

• Damage to brand reputation and loyalty resulting in further loss than revenue alone

0[»Z�H�ZJLUHYPV�[OH[�UV�LU[LYWYPZL�^HU[Z�[V�MHJL��I\[�^P[O�WYPTHY`�0U[LYUL[�ZLY]PJL�WYV]PKLYZ�VUS`�VќLYPUN�  ����H]HPSHIPSP[`�Z[HUKHYK�
�^OPJO�LX\HSZ�HIV\[���OV\YZ�VM�KV^U[PTL�TVU[OS`���[OL�X\LZ[PVU�PZU»[�PM�`V\Y�0U[LYUL[�JVUULJ[P]P[`�^PSS�NV�KV^U��I\[�when��(JJVYKPUN�
[V�.HY[ULY��L]LY`�OV\Y�VM�KV^U[PTL�JHU�[`WPJHSS`�JVZ[�HU�VYNHUPaH[PVU����������WLY�OV\Y��;OH[�PZ�^O`�P[�PZ�PTWLYH[P]L�[V�OH]L�H�WSHU�
MVY�I\ZPULZZ�JVU[PU\P[`�PU�WSHJL�

A Growing Problem
+PZ[YPI\[LK�LU[LYWYPZLZ�JHU�PUJYLHZL�0U[LYUL[�H]HPSHIPSP[`�I`�PUZ[HSSPUN�H�;��SPUL�VY�[Y`�[V�YLK\JL�YPZR�I`�HKKPUN�ZLY]PJL�YLK\UKHUJ �̀�(�;��
SPUL�JHU�JVZ[�ULHYS`�[LU�[PTLZ�TVYL�[OHU�H�+:3�VY�JHISL�SPUL�1�<WNYHKPUN�[V�H�;��SPUL�^PSS�PUJYLHZL�H]HPSHIPSP[`�[V�YLHJO�ULHYS`�  �  ��
�¸MV\Y�UPULZ¹��H]HPSHIPSP[ �̀�OV^L]LY��Z\JO�TLHZ\YLZ�JHU�IL�[VV�JVZ[S`�[V�PTWSLTLU[�HUK�THPU[HPU��;��SPULZ�JHU�JVZ[�H[�SLHZ[�[OYLL�[PTLZ�
TVYL�[OHU�H�;���HUK�VM[LU�ULNH[L�HU`�YL[\YU�VU�PU]LZ[TLU[�MVY�I\ZPULZZ�JVU[PU\P[ �̀2 All this means that as a solution for hundreds (or 

[OV\ZHUKZ��VM�KPZ[YPI\[LK�SVJH[PVUZ��[OL�JVZ[Z�^V\SK�IL�HZ[YVUVTPJHS��YLZ\S[PUN�PU�VUS`�H�TPU\ZJ\SL�PTWYV]LTLU[�PU�YLSPHIPSP[ �̀�

  |  CONTINUITY

60% of IT executives report having 
to contend with network downtime at 
least once a month.3
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A Solution
0U�JVU[YHZ[�[V�^PYLK�MHPSV]LY�ZVS\[PVUZ�VY�YLK\UKHU[�ZLY]PJL���.�3;,�[LJOUVSVN`�VќLYZ�
HS^H`Z�VU��JVZ[�LќLJ[P]L�JVUULJ[P]P[ �̀�(Z�H�MHPSV]LY�ZVS\[PVU��^PYLSLZZ�VќLYZ�ZWLLKZ�MHZ[�
LUV\NO�[V�RLLW�`V\Y�UL[^VYR�O\TTPUN��;OL�YLSH[P]LS`�SV^�JVZ[�VM��.�3;,�MVY�I\ZPULZZ�
continuity means a greater return on investment and scalability for multiple locations, 

MVY�^OPJO�V[OLY�VW[PVUZ�HYL�Q\Z[�ZPTWS`�JVZ[�WYVOPIP[P]L��>P[O�H�^PYLSLZZ��.�3;,�
MHPSV]LY�ZVS\[PVU��KPZ[YPI\[LK�LU[LYWYPZLZ�JHU�LUQV`�[OL�ZHTL�YLSPHIPSP[`�HUK�JVTWL[P[P]L�
HK]HU[HNL�HZ�SHYNL�LU[LYWYPZLZ��

Organizations seeking a business continuity solution that can be trusted for always-

VU�UL[^VYR�JVUULJ[P]P[`�ZOV\SK�JVUZPKLY�KLWSV`PUN�H��.�3;,�LUHISLK�ZVS\[PVU�[V�
LUZ\YL�TH_PT\T�\W[PTL��ZWLLK�[V�KLWSV`TLU[��JVZ[�LќLJ[P]L�ZJHSHIPSP[ �̀�HUK�LHZL�VM�
THUHNLTLU[�^P[O�SPTP[LK�0;�YLZV\YJLZ�

Surveying the Options: Upgrades, Redundancy, 

and Failover

There are three options for increasing network availability and addressing the problem 

of a single point of failure: 

���7\YJOHZPUN�UL[^VYR�[LJOUVSVN`�\WNYHKLZ
���(KKPUN�^PYLK�YLK\UKHUJ`
���+LWSV`PUN�H��.�3;,�MHPSV]LY�ZVS\[PVU�

The following summarizes each option and discusses the advantages and drawbacks 

^P[O�LHJO�ZVS\[PVU�

Upgrading Technology
0U�H�[LJOUVSVN`�M\LSLK�^VYSK��76;:�HUK�0:+5�SPULZ�KV�UV[�VќLY�LUV\NO�IHUK^PK[O�
VY�YLSPHISP[`�[V�Y\U�TPZZPVU�JYP[PJHS�HWWSPJH[PVUZ��)`�\WNYHKPUN�MYVT�,[OLYUL[��+:3�VY�
cable to T1, an enterprise can increase Internet availability , reducing downtime from 

MV\Y�OV\YZ�WLY�TVU[O�[V�ÄM[LLU�TPU\[LZ��/V^L]LY��;��SPULZ�HSZV�KV�UV[�WYV]PKL�LUV\NO�
IHUK^PK[O�MVY�TVZ[�LU[LYWYPZLZ�[V�Y\U�HSS�VM�[OLPY�KH`�[V�KH`�HWWSPJH[PVUZ�

Adding Wired Redundancy
As mentioned before, adding wired redundancy for hundreds (or thousands) of 

locations can be extremely cost prohibitive, not to mention that most wired lines are 

SHPK�PU�[OL�ZHTL�[YLUJO�ZV�[OL�^PYLK�YLK\UKHU[�SPUL�PZ�Z\IQLJ[�[V�[OL�ZHTL�WO`ZPJHS�
KHTHNL�HZ�[OL�WYPTHY`�>(5�JVUULJ[PVUZ��0[�PZ�HSZV�RL`�[V�UV[L�[OH[�^OLU�^PYLK�SPULZ�
are damaged it can take weeks to months to repair, resulting in devastating loss to  

HU`�VYNHUPaH[PVU�

Success Story:

American Apparel is a vertically 
integrated manufacturer and 
retailer of clothing for men, 
women, children—and even dogs. 
All phases of production, from 
cutting and sewing to marketing 
and photography, are done at 
the company’s downtown Los 
Angeles factory. American Apparel 
has more than 280 stores located 
throughout the United States, 
Europe, China, Japan, Korea, 
Brazil, Mexico and Australia. Its 
Los Angeles factory is the largest 
sewing facility in North America. 

The original impetus to work with 
CradlePoint grew from American 
Apparel’s need for a wireless 
failover system to guarantee 
uninterrupted Internet access, 
says Osvaldo Hurtado, American 
Apparel’s Director of Store IT 
Infrastructure. The locations 
also required PCI Compliant 
Internet access to process credit 
card transactions, conduct time 
management tasks, provide email 
communications, and manage 
inventory control.  

CradlePoint routers enable 
American Apparel to keep 
hundreds of its international retail 
locations online through wireless 
3G/4G broadband backup 
support. The stores can also use 
CradlePoint routers to create 
private networks to company 
headquarters. 

To manage its network of 
routers, American Apparel uses 
CradlePoint’s cloud-managed 
network management solution, 
which allows American Apparel 
[V�JLU[YHSS`�KLWSV �̀�JVUÄN\YL��HUK�
manage all of their devices across 
KPќLYLU[�YL[HPS�Z[VYLZ�[V�PTWYV]L�
the reliability and enhance the 
intelligence of their network.

Long lines caused by downtime will quickly drive 
your shoppers to competitors.4
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Choosing a 4G LTE Failover Solution
+PZ[YPI\[LK�LU[LYWYPZLZ�ZLLRPUN�I\ZPULZZ�JVU[PU\P[`�ZVS\[PVUZ�OH]L�\UPX\L�ULLKZ��KLWLUKPUN�VU�NLVNYHWOPJ�KPZ[YPI\[PVU�HUK�[OL�
U\TILY�VM�SVJH[PVUZ�YLX\PYPUN�ZLY]PJL��+LJPZPVU�THRLYZ�ZOV\SK�JVUZPKLY�[OL�MVSSV^PUN�[OYLL�JYP[LYPH�^OLU�JOVVZPUN�H��.�3;,�
business continuity solution: 
1. DOES THE SOLUTION OFFERS SIMPLE, SCALABLE DEPLOYMENT, MAINTENANCE AND CONTROL OVER 

HUNDREDS OR THOUSANDS OF DISTRIBUTED LOCATIONS.

)LJH\ZL�KPZ[YPI\[LK�LU[LYWYPZLZ�VM[LU�KV�UV[�Z[Hќ�H�M\SS�0;�[LHT�H[�LHJO�SVJH[PVU�VY�IYHUJO��H�ZJHSHISL�ZVS\[PVU�ZOV\SK�
LUHISL�YLTV[L�THUHNLTLU[��TVUP[VYPUN��HUK�JVUÄN\YH[PVU�PU�VYKLY�[V�SPTP[�[Y\JR�YVSSZ�HUK�WLYZVUULS�ULLKLK�[V�THPU[HPU�[OL�
KPZ[YPI\[LK�UL[^VYR�

(KKP[PVUHSS �̀�KH[H�\ZHNL�PZ�H�JVUJLYU�MVY�LU[LYWYPZLZ�[OH[�JOVVZL��.�3;,�^PYLSLZZ�ZLY]PJL�MVY�MHPSV]LY�WYV[LJ[PVU��,HJO�SVJH[PVU�
TH`�OH]L�JOHUNPUN�KH[H�ULLKZ�MYVT�TVU[O�[V�TVU[O��ZV�H�JVZ[�LќLJ[P]L�MHPSV]LY�ZVS\[PVU�T\Z[�HSSV^�MVY�YLHS�[PTL�TVUP[VYPUN�
VM�KH[H�\ZHNL�HUK�SVHK�IHSHUJPUN�MVY�TH_PT\T�YL[\YU�VU�PU]LZ[TLU[�
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*)(���)
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2. DOES THE ROUTER INTEGRATES WITH EXISTING NETWORK INFRASTRUCTURE, OR PROVIDES AN ALL-IN-
ONE SOLUTION TO REPLACE CURRENT ROUTER AND MODEM.

Those enterprises seeking “overlay failover”—a solution that meshes with the existing wired primary connection—should seek 

HU�07�WHZZ�[OYV\NO�ZVS\[PVU�^P[O�[OL�HIPSP[`�[V�JVU]LY[�[OL�IYVHKIHUK�ZPNUHS�[V�,[OLYUL[��
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Every hour of downtime can typically 
cost an organization $300k per hour 
according to Gartner.5

Virtual Private Network: ,Z[HISPZOPUN�HUK�THPU[HPUPUN�H�3(5�JVUULJ[PVU�[OYV\NO�HU�0U[LYUL[�=75�YLX\PYLZ�SP[[SL�
LќVY[�JVTWHYLK�[V�[YHKP[PVUHS�KLKPJH[LK�SPUL�ZVS\[PVUZ��>P[O�[OL�WYVWLY�LUJY`W[PVU�HUK�H\[OLU[PJH[PVU��[OL�=75�
HYJOP[LJ[\YL�PZ�H�JVZ[�LќLJ[P]L�HUK�OPNOS`�ZJHSHISL�ZVS\[PVU�MVY�[YHUZTP[[PUN�KH[H�ZLJ\YLS �̀

Cloud-Managed Security: For organizations with little to no on-site IT support, cloud-based security provides 

]PZPIPSP[ �̀�JVUÄN\YH[PVU��HUK�JVU[YVS�V]LY�[OV\ZHUKZ�VM�KL]PJLZ��HU`^OLYL�PU�[OL�^VYSK��+PZ[YPI\[LK�LU[LYWYPZLZ�
should ideally deploy security solutions that combine the immediacy of on-premise management with the 

ZPTWSPJP[`�HUK�JLU[YHSPaLK�JVU[YVS�VM�[OL�JSV\K�

PCI Compliance: Organizations need business continuity solutions that are purpose-built for PCI compliant 

HYJOP[LJ[\YLZ�

Network Segmentation: Network segmentation allows for the partitioning of the network into “security zones,” 

VY�ZLNTLU[Z�ZLWHYH[LK�I`�ÄYL^HSSZ��7YVWLYS`�JVUÄN\YLK�ZLNTLU[Z�ZLWHYH[L�HWWSPJH[PVUZ�HUK�WYL]LU[�HJJLZZ�
[V�ZLUZP[P]L�KH[H��(�76:�Z`Z[LT��MVY�L_HTWSL��ZOV\SK�VWLYH[L�VU�H�ZLNTLU[�UL[^VYR�ZLWHYH[L�MYVT�[OPYK�WHY[`�
HWWSPJH[PVUZ��LTWSV`LL�LTHPS��HUK�W\ISPJ�>P-P��5L[^VYR�ZLNTLU[H[PVU�PZ�JVTWSL_�HUK�YLX\PYLZ�TL[PJ\SV\Z�
VUNVPUN�TVUP[VYPUN�[V�LUZ\YL�[OLYL�HYL�UV�UL[^VYR�]\SULYHIPSP[PLZ�

Parallel Networks: 0U�SPNO[�VM�YLJLU[�PUJPKLU[Z�PU�^OPJO�OHJRLYZ�OH]L�L_WSVP[LK�TPZJVUÄN\YH[PVUZ�PU�ZLNTLU[LK�
networks, pivot attacks in monolithic networks, or phishing attacks to gain access to sensitive data, many 

LU[LYWYPZLZ�OH]L�[YHUZP[PVULK�[V�WHYHSSLS�UL[^VYRZ��RUV^U�HZ�HPY�NHWWPUN���ÄUKPUN�[OH[�ZP[\H[PUN�KPќLYLU[�
HWWSPJH[PVUZ�VU�[OLPY�V^U�YLZWLJ[P]L�UL[^VYR�\ZPUN��.�3;,�UL[^VYRPUN�ZVS\[PVUZ�LUHISLZ�ZPTWSLY��ZHMLY��HUK� 
JVZ[�LќLJ[P]L�UL[^VYRPUN�MVY�WYPTHY`�HUK�MHPSV]LY�ZVS\[PVUZ�

3. DOES THE SOLUTION ENABLES VARIOUS NETWORK SECURITY ARCHITECTURES, SUCH AS VIRTUAL PRIVATE 
NETWORKING (VPN), CLOUD-BASED SECURITY, NETWORK SEGMENTATION, AND/OR PARALLEL NETWORKS.

)LJH\ZL�KPZ[YPI\[LK�LU[LYWYPZLZ�MYLX\LU[S`�[YHUZTP[�OPNOS`�ZLUZP[P]L�KH[H��L�N��JYLKP[�JHYKZ���HUK�VM[LU�KV�UV[�OH]L�0;�WLYZVUULS�
VU�ZP[L�^P[O�ZLJ\YP[`�L_WLY[PZL��SVJH[PVUZ�JHU�IL�]\SULYHISL�[V�KH[H�IYLHJOLZ���

As with the primary network, the business continuity solution should be optimized for maximum security and PCI compliance 

ZV�[OH[�H�WYPTHY`�UL[^VYR�V\[HNL�KVLZ�UV[�JVUZ[P[\[L�H�ZLJ\YP[`�YPZR��(U�PKLHS�MHPSV]LY�ZVS\[PVU�ZOV\SK�OH]L�[OL�ÅL_PIPSP[`�[V�
TLYNL�^P[O�[OL�LU[LYWYPZL»Z�L_PZ[PUN�ZLJ\YP[`�HYJOP[LJ[\YL��
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CradlePoint Solutions

*YHKSL7VPU[�PZ�[OL�SLHKLY�PU��.�3;,�UL[^VYRPUN�ZVS\[PVUZ�MVY�I\ZPULZZ�JVU[PU\P[ �̀�*YHKSL7VPU[�ZVS\[PVUZ�PUJVYWVYH[L�[OL�RL`�
YLX\PYLTLU[Z�MVY�MHPSV]LY��JYLH[PUN�[OL�ÅL_PIPSP[`�[V�WYV[LJ[�HU`�VYNHUPaH[PVU��0U�[OL�L]LU[�VM�SVZ[�JVUULJ[P]P[ �̀�*YHKSL7VPU[»Z�JSV\K�
THUHNLK�KL]PJLZ�H\[VTH[PJHSS`�MHPSV]LY�[V�H�^PYLSLZZ��.�3;,�JVUULJ[PVU���(U`�Z`Z[LT�JVUULJ[LK�[V�[OL�*YHKSL7VPU[�KL]PJL�
JVU[PU\LZ�[V�VWLYH[L�H[��.�3;,�ZWLLKZ��RLLWPUN�`V\Y�UL[^VYR�O\TTPUN�HUK�`V\Y�J\Z[VTLYZ�HUK�LTWSV`LLZ�OHWW �̀

*YHKSL7VPU[�)LULÄ[Z
Cloud Management
,U[LYWYPZL�*SV\K�4HUHNLY��*YHKSL7VPU[»Z�UL[^VYR�THUHNLTLU[�HUK�HWWSPJH[PVU�WSH[MVYT��THRLZ�P[�WVZZPISL�[V�YHWPKS`�KLWSV`�HUK�
dynamically manage networks at geographically distributed stores and branch locations from a single remote location, even across 

KPќLYLU[�OHYK^HYL�WSH[MVYTZ�HUK�PTWSLTLU[H[PVUZ��)LJH\ZL�,U[LYWYPZL�*SV\K�4HUHNLY�HSSV^Z�0;�[V�WLYMVYT�YLTV[L�KPHNUVZ[PJZ��
\WNYHKL�ÄYT^HYL��HUK�JVUÄN\YL�KL]PJLZ�YLTV[LS �̀�VYNHUPaH[PVUZ�JHU�LUQV`�IL[[LY�YL[\YU�VU�PU]LZ[TLU[�YLZ\S[PUN�MYVT�YLK\JLK�
[Y\JR�YVSSZ�HUK�WLYZVUULS�ULLKLK�[V�RLLW�[OL�UL[^VYR�M\UJ[PVUPUN��\W�[V�KH[L��HUK�ZLJ\YL��,U[LYWYPZLZ�JHU�LUZ\YL�VW[PTPaLK�KH[H�
\ZHNL�^P[O�YLHS�[PTL�TVUP[VYPUN��SVHK�IHSHUJPUN��HUK�WYVHJ[P]L�\ZHNL�HSLY[Z�

WAN Diversity
As a cloud-managed solution, CradlePoint balances the strengths of wired and wireless networks through WAN Diversity™—the 

JVU]LYNLUJL�VM��.�3;,��,[OLYUL[��+:3��*HISL��;���4L[YV,���HUK�>P-P�HZ�>(5��HSS�KLSP]LYLK�[OYV\NO�H�ZPUNSL�UL[^VYRPUN�KL]PJL��

Using dual modem technology, enterprises have the ability to:

• +LWSV`�T\S[PWSL�^PYLSLZZ�IHJR\W�JVUULJ[PVUZ�[V�OLSW�LUZ\YL�\W�[V�  �   ��\W[PTL
• ¸*\[�[OL�^PYL¹�MVY�JVTIPULK�OPNO�ZWLLK��.�3;,�UL[^VYRZ�MYVT�KP]LYZL�JHYYPLYZ
• Load balance and add burst bandwidth for peak periods

>PYLSLZZ��.�3;,�ZPNUHS� 
to CradlePoint device

Interrupted service from 

main ISP 

In the event of a service outage, 

CradlePoint’s cloud-managed 

devices automatically and 

seamlessly switch over to a wireless 

�.�3;,�IYVHKIHUK�JVUULJ[PVU�

ISP
STORE
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+PZ[YPI\[LK�LU[LYWYPZLZ�HISL�[V�PTWSLTLU[�H�JVTWSL[LS`�UL^�PUMYHZ[Y\J[\YL�^PSS�YLX\PYL�H�ZVS\[PVU�[OH[�WYV]PKLZ�MVY�[OL�
JVTWHU`»Z�^PYLK�HUK�^PYLSLZZ�ULLKZ�PU�VUL�KL]PJL��WYLMLYHIS`�^P[O�HU�PU[LNYH[LK�TVKLT��[V�TH_PTPaL�[OL�LѝJPLUJ`� 
VM�[OL�PU]LZ[TLU[�

Security
*YHKSL7VPU[»Z�Z[H[LM\S�ÄYL^HSS�HUK�JSV\K�IHZLK�THUHNLTLU[�ZVM[^HYL�HYL�KLZPNULK�[V�TP[PNH[L�ZLJ\YP[`�YPZRZ�HUK�THPU[HPU�
7*0�JVTWSPHUJL�^P[OPU�HSS�[`WLZ�VM�UL[^VYR�ZLJ\YP[`�HYJOP[LJ[\YLZ��

Virtual Private Network: ,Z[HISPZOPUN�HUK�THPU[HPUPUN�H�3(5�JVUULJ[PVU�[OYV\NO�HU�0U[LYUL[�=75�YLX\PYLZ�SP[[SL�LќVY[�
JVTWHYLK�[V�[YHKP[PVUHS�KLKPJH[LK�SPUL�ZVS\[PVUZ��>P[O�[OL�WYVWLY�LUJY`W[PVU�HUK�H\[OLU[PJH[PVU��[OL�=75�HYJOP[LJ[\YL�PZ�H�
JVZ[�LќLJ[P]L�HUK�OPNOS`�ZJHSHISL�ZVS\[PVU�MVY�[YHUZTP[[PUN�KH[H�ZLJ\YLS �̀

Cloud-Based Security: CradlePoint Solutions are cloud-enabled for rapid deployment, dynamic management, and 

LUOHUJLK�PU[LSSPNLUJL��;OYV\NO�H�9,:;M\S�(70��*YHKSL7VPU[�OHZ�PU[LNYH[LK�JSV\K�IHZLK�ZLJ\YP[`�ZVS\[PVUZ�MVY�^LI�ÄS[LYPUN�
HUK�HU[P�THS^HYL�PU[V�,U[LYWYPZL�*SV\K�4HUHNLY��NP]PUN�0;�[OL�HIPSP[`�[V�PUZWLJ[�^LI�[YHѝJ�^P[O�ULHY�aLYV�SH[LUJ �̀�,U[LYWYPZL�
*SV\K�4HUHNLY»Z�\ZLY�PU[LYMHJL�HUK�HUHS`[PJZ�OLSW�H\[VTH[L�ZLJ\YP[`�JVUÄN\YH[PVUZ�HUK�JOLJRSPZ[Z��Z\JO�HZ�7*0�+::�����
JVTWSPHUJL��YLX\PYLK�MVY�WYVJLZZPUN�JYLKP[�JHYK�PUMVYTH[PVU�

Threat Management: *7�:LJ\YL�;OYLH[�4HUHNLTLU[�PZ�H�JVTWYLOLUZP]L�PU[Y\ZPVU�WYL]LU[PVU�HUK�KL[LJ[PVU�Z`Z[LT�
�07:�0+:��[OH[�PZ�WV^LYLK�I`�;YLUK�4PJYV»Z�PUK\Z[Y`�SLHKPUN�+70�LUNPUL��+LWSV`�PUZ[HU[S`�]PH�*YHKSL7VPU[»Z�,U[LYWYPZL�*SV\K�
4HUHNLY�[V�KLMLUK�HNHPUZ[�L]HZPVU�H[[HJRZ��PTWYV]L�UL[^VYR�H]HPSHIPSP[ �̀�HUK�WYV[LJ[�ZLUZP[P]L�KH[H�

Segmented Networks: ,U[LYWYPZLZ�[OH[�YLS`�VU�UL[^VYR�ZLNTLU[H[PVU�JHU�PTWYV]L�LHZL�VM�ZLJ\YP[`�JVUÄN\YH[PVU�^P[O�
,[OLYUL[�WVY[Z�HUK�>P-P�::0+Z�[OH[�JHU�IL�PUKP]PK\HSS`�HZZPNULK�[V�ZWLJPÄJ�UL[^VYR�ZLNTLU[Z�

Parallel Networks: *YHKSL7VPU[��.�3;,�ZVS\[PVUZ�THRL�P[�WVZZPISL�[V�ZL[�\W�PUKP]PK\HS�JVZ[�LќLJ[P]L�HPY�NHWWLK�UL[^VYRZ��
^OPSL�Z[PSS�THPU[HPUPUN�JLU[YHSPaLK�THUHNLTLU[�[OYV\NO�[OL�,U[LYWYPZL�*SV\K�4HUHNLY�WSH[MVYT�

“Cut the Wire” with integrated dual modems. 
Failover Protection Enabled by CradlePoint.

�.��.�5L[^VYR!
*HYYPLY�)

�.��.�5L[^VYR!
Carrier A

TabletsSmartphones

Computers

CradlePoint 

(,9�����
VOIP Phones

Printers
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Vendor Applications

Customer WiFi

Secure Segmented Network

WiFi & Applications

Credit Card Processing

ISP

Customer Area

Equip.
Room

Back  
6ɉJL

Point-of-Sale

Security  

System

,TWSV`LL�5L[^VYR

,TWSV`LL�>P-P
Customer Smart Phone

3rd Party

Kiosk

Parrallel Networks Administered by One Source

Creating Secure Zones Through 
Network Segmentation
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Integrated Modem
*YHKSL7VPU[»Z�PU[LNYH[LK�I\ZPULZZ�ZLYPLZ�YV\[LYZ�JVTIPUL�WV^LY�HUK�ÅL_PIPSP[`�^P[O�
dual embedded business-grade wireless WAN modems for a fully-integrated business 

JVU[PU\P[`�ZVS\[PVU�

Ease of Use
*YHKSL7VPU[�ZVS\[PVUZ�VќLY�WS\N�HUK�WSH`�ZPTWSPJP[`�[V�LUHISL�ZWLLK�[V�KLWSV`TLU[� 
HUK�LHZL�VM�\ZL��*YHKSL7VPU[�ZVS\[PVUZ�HYL�YLHK`�[V�Z[HY[�^VYRPUN�YPNO[�V\[�VM�[OL� 
IV_�^P[O�HSS�THQVY�JHYYPLYZ�HUK�TVZ[�ZLJVUKHY`�JHYYPLYZ�PU�[OL�<UP[LK�:[H[LZ��*HUHKH�
HUK�,\YVWL�

Products

CradlePoint AER 2100
Combines routing, WAN Diversity™ 

�^PYLK����.�^PYLSLZZ���HK]HUJLK� 
security, private network support, and 

high-performance WiFi in a platform 

that can be deployed, managed, and 

VW[PTPaLK�]PH�*YHKSL7VPU[»Z�,U[LYWYPZL�
*SV\K�4HUHNLY��

KEY FEATURES
• 6W[PTPaLK�MVY�>(5�+P]LYZP[`��^P[O�PU[LNYH[LK�^PYLK�HUK�^PYLSLZZ��.�>(5� 

(including private network support)

• +\HS�IHUK�K\HS�JVUJ\YYLU[�������HJ�OPNO�WLYMVYTHUJL�>P-P
• *SV\K�THUHNLK�MVY�aLYV�[V\JO�VU�ZP[L�JVUÄN\YH[PVU�H[�PUZ[HSSH[PVU
• Advanced edge routing and best-in-class, cloud-based security options

• ,_[LUZPISL�HUK�LHZPS`�PU[LNYH[LK�ILZ[�PU�JSHZZ��LU[LYWYPZL�HWWSPJH[PVUZ�]PH� 
an Open API

• *LY[PÄLK��.�3;,�K\HS�TVKLTZ�MVY�H�¸J\[�[OL�^PYL¹�ZVS\[PVU

Success Story:

Blinds To Go, a leading retailer 
and manufacturer of window 
blinds and shades in North 
America, was looking for a 
last-mile redundancy solution 
for POS systems in 100 retail 
V\[SL[Z��;OL�JVTWHU`�ZWLJPÄJHSS`�
sought a wireless failover solution 
to provide continuous uptime 
for store transactions—with no 
interruptions—in the event of 
an outage of the primary wired 
source of Internet connectivity (T1/
ÄILY��+:3�VY�JHISL��KLWLUKPUN�VU�
location). 

The company’s systems 
administrator, Constantin Koutrias, 
chose a solution based on a 
CradlePoint mobile broadband 
router because of the solution’s 
ÅL_PIPSP[ �̀�LU[LYWYPZL�JSHZZ�ZLJ\YP[ �̀�
and ease of deployment and 
use. To speed rollout and hold 
KV^U�JVZ[Z��OL�ÄYZ[�WYLJVUÄN\YLK�
the units, and then dispatched 
a technician to the various 
YL[HPS�SVJH[PVUZ��¸>L�JVUÄN\YLK�
everything ahead of time,” notes 
Koutrias. “It went really quickly, 
because we had to create just 
VUL�JVUÄN\YH[PVU�ÄSL��[OLU�SVHK�
it into each unit. We were able to 
JVUÄN\YL�KVaLUZ�VM�KL]PJLZ�PU�Q\Z[�
hours. The person we sent out 
only needed minimal expertise. 
The actual installation probably 
took less than an hour per store.” 

“90% of the issues with land-line disruptions are in the 
last mile, so when your primary land-line goes down, 
chances are that your secondary land-line—the one 
you’re using for redundancy—will go down, too.”
–*VUZ[HU[PU�2V\[YPHZ��:`Z[LTZ�(KTPUPZ[YH[VY��)SPUKZ�[V�.V

CradlePoint AER 2100
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To learn more about how CradlePoint solutions can enable your organization’s business continuity needs, go to 
CradlePoint.com or call 1.855.813.3385 to speak with one of our solution sales representatives.

CradlePoint ARC MBR1400
Automatic failover to wireless WAN connection when wired WAN disruption occurs, 

H\[VTH[PJ�MHPSIHJR�^OLU�^PYLK�>(5�JVUULJ[PVU�PZ�YLZ[VYLK�

KEY FEATURES
• Load balancing across multiple wired and wireless WANs for more bandwidth

• 7YVHJ[P]L�HSLY[Z�^OLU�MHPSV]LY�VJJ\YZ�[OYV\NO�*YHKSL7VPU[»Z�,U[LYWYPZL�*SV\K�4HUHNLY
• ����./a�VY���./a�>P-P
• (K]HUJLK�YV\[PUN�HUK�ZLJ\YP[`�MLH[\YLZ�PUJS\KPUN�=75��=3(5��>(5�(ѝUP[ �̀�HUK�TVYL
• Additional advanced security and routing features with an extended enterprise license:

• 6:7-�).7�907��=997��:;7��5/97
• OpenVPN (SSL VPN), L2TP

• 5,46��5L[^VYR�4VIPSP[`����+459��+`UHTPJ�4VIPSL�5L[^VYR�9V\[PUN�MVY�=LYPaVU�
• Seamless integration with Zscaler’s secure web gateway

• WPA2 enterprise authentication for WiFi as WAN

CradlePoint ARC CBA750B
7S\N�HUK�WSH`�V]LYSH`�MHPSV]LY�ZVS\[PVU�

KEY FEATURES
• ,HZ`�[V�\ZL�07�WHZZ[OYV\NO���.�[V�,[OLYUL[�
• Drop into existing network for a turnkey failover solution

• 7V^LY�V]LY�,[OLYUL[
• 5V�>P-P�MVY�ZPTWSPÄLK�7*0�JVTWSPHUJL

MC400 for the AER 2100 Series
+\HS�4VKLT�;LJOUVSVN`�M\ZLZ�LU[LYWYPZL�YLSPHIPSP[`�^P[O�\UWHYHSSLSLK�HNPSP[`�MVY�UL[^VYRPUN�
H[�[OL�LKNL��;OL�ÄYZ[�TVKLT�PZ�PUJS\KLK�^P[O�[OL�*YHKSL7VPU[�(,9������(K]HUJLK�,KNL�
9V\[LY��;OL�ZLJVUK�TVKLT�T\Z[�IL�W\YJOHZLK�ZLWHYH[LS �̀�

KEY FEATURES
• /PNOLY�H]HPSHIPSP[`!�J\[�[OL�^PYL�UL[^VYRPUN�ZVS\[PVU�^P[O��.�3;,�MVY�WYPTHY`� 

and failover

• *VTIPUL��.�3;,�^P[O�K\HS�TVKLT��K\HS�:04��HUK�T\S[P�JHYYPLY�M\UJ[PVUHSP[`"� 
,[OLYUL["�HUK�VY�>P-P�HZ�>(5

• Future-proof your network: single versatile hardware platform supports several  

JHYYPLYZ�ÅL_PIPSP[`!�Z^P[JO�:04�JHYKZ�^OLU�`V\»]L�YLHJOLK�`V\Y�KH[H�WSHU�JHW

CradlePoint ARC 
MBR1400

CradlePoint ARC 
MBR750B

MC400 for the  
AER 2100 Series

1),P��¸>OH[»Z�[OL�KPќLYLUJL�IL[^LLU�;���+:3�HUK�JHISL&¹�O[[W!��^^ �̂ILPUL[^VYRZ�JVT�ISVN�&W$���
2(IV\[�;LJOUVSVN �̀�¸>OH[�HYL�;��SPULZ�HUK�;��SPULZ¹�O[[W!��JVTWUL[^VYRPUN�HIV\[�JVT�VK�UL[^VYRJHISLZ�M�[�F[�FSPULZ�O[T
3-PLYJL�0;�:LJ\YP[ �̀�¸0;�KV^U[PTL�MYVT�H[[HJR�VY�PUMYHZ[Y\J[\YL�MHPS\YL�JHU�JVZ[�ÄYTZ�TVYL�[OHU���4�WLY�OV\Y��4H`���������� 
O[[W!��^^ �̂ÄLYJLP[ZLJ\YP[ �̀JVT�Z[VY`�P[�KV^U[PTL�H[[HJR�VY�PUMYHZ[Y\J[\YL�MHPS\YL�JHU�JVZ[�ÄYTZ�TVYL��T�OV\Y�����������&\[TFTLKP\T$US
\[TFZV\YJL$PU[LYUHS
�*OHPU�:[VYL�(NL�������¸/V^�KV�`V\�RUV^�^OLU�P[�PZ�[PTL�[V�\WNYHKL�`V\Y�76:�Z`Z[LT¹�Z\IZLJ[PVU������<W[PTL�
�:V\YJL!�.HY[ULY��¸;OL�*VZ[�VM�+V^U[PTL¹�1\S`�����������O[[W!��ISVNZ�NHY[ULY�JVT�HUKYL^�SLYULY������������[OL�JVZ[�VM�KV^U[PTL�


